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Abstract—Federated Learning (FL) is a distributed frame-
work that enables multi-participant collaborative model training
without the need for data sharing. Despite its advantages, FL
is vulnerable to poisoning and inference attacks, which com-
promise model accuracy and data privacy. Trusted execution
environments (TEEs) offer a potential solution by providing a
secure and isolated execution space to address these security
and privacy concerns in FL. However, existing TEE-based FL
schemes often suffer from reduced training speed and compro-
mised model accuracy. To mitigate these issues, we propose a
robust and privacy-preserving framework for federated learning
(RPPFL) that leverages TEE and pseudorandom masking. In
our approach, a trusted local model is trained on a secure subset
of local data within the client-side TEE, which is then used for
anomaly detection to resist poisoning attacks. Additionally, we
employ pseudorandom masking to obfuscate local updates and
global parameters. Experimental results indicate that RPPFL
effectively counters both poisoning and inference attacks, with
only a minimal decrease in training speed and no adverse impact
on model accuracy. Compared to full-TEE approaches, our
method improved local training efficiency by 10 x, with less than
a 9% loss in model performance under poisoning attacks.

Index Terms—Federated Learning, Trusted Execution Envi-
ronments, Data Obfuscation, Robustness, Privacy Preservation.

I. INTRODUCTION

Federated learning (FL) [1]-[3] is a distributed machine
learning framework that enables participants to collaboratively
train models without the need to share their data. This
characteristic is particularly crucial for fields with stringent
data privacy requirements, such as medicine [4], [5] and
finance [6]], [7]]. Despite its advantages, numerous studies have
shown that FL still encounters significant security and privacy
challenges. In terms of security, attackers can compromise
individual participants and carry out data or model poisoning
attacks, which adversely affect the model’s performance [8]]—
[14]. Regarding privacy, research has indicated that private
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information about participants’ raw data can be inferred by
intercepting local updates or global parameters [15]—[19].
Consequently, ensuring security and preserving privacy in FL
remain critical issues that need to be addressed.

Recently, privacy-preserving Federated Learning (FL)
frameworks based on Trusted Execution Environments (TEEs)
have emerged as promising solutions [20]-[24]]. These frame-
works typically deploy TEEs on participants’ devices to con-
duct local training within the secure environment, thereby
preventing data or local updates from being compromised.
Additionally, they employ differential privacy (DP) [22], [23]]
or public key cryptography (PKC) [20], [21], [24] to protect
local updates and global parameters, ensuring that participants’
raw data cannot be inferred. While these schemes effectively
address both security and privacy concerns in FL, they are
not without drawbacks. Specifically, conducting complete local
training within a TEE significantly reduces training speed,
making it one or two orders of magnitude slower than exe-
cution on a GPU. This slowdown is particularly pronounced
in the training of complex models. Furthermore, during the
aggregation phase, schemes based on the combination of TEE
and PKC incur additional communication and computational
overhead. In contrast, schemes based on TEE and DP intro-
duce noise that adversely affects model performance, including
accuracy and convergence speed.

To address the aforementioned issues, we propose a novel
framework that combines Trusted Execution Environment
(TEE) and pseudorandom masking to enhance poisoning at-
tack resistance and privacy preservation during model training
in FL, while maintaining model performance and training
speed. Our framework is composed of two primary compo-
nents: TEE-based anomaly detection and privacy-preserving
aggregation. Unlike previous TEE-based schemes, our ap-
proach ensures training speed by conducting the training using
the full local dataset outside the TEE. In the TEE-based
anomaly detection component, the TEE maintains a trusted



local model trained on a secure subset of the local data,
which is then used to detect anomalies in the local model
trained outside the TEE. For privacy-preserving aggregation,
we employ carefully designed pseudorandom masks to obfus-
cate local updates and global parameters, thereby preventing
the inference of private information from participants’ data.
Importantly, these masks do not affect the aggregation results
and introduce no additional aggregation overhead.

In this paper, we propose a Robust and Privacy-Preserving
framework for Federated Learning (RPPFL). To resist client-
side poisoning attacks without significantly degrading training
speed, we utilize a Trusted Execution Environment (TEE) to
collect a secure subset of local data before initiating local train-
ing. Within the TEE, we train a trusted local model using this
subset, which is subsequently employed for anomaly detection.
Additionally, to protect the privacy of participants’ data, we
implement a data obfuscation method based on pseudorandom
masking. This method effectively degrades inference attacks
on local updates and global parameters to the level of random
guessing. Our contributions can be summarized as follows:

e We propose a new framework named RPPFL to address
security and privacy challenges in FL. This framework
introduces a method that seamlessly integrates compu-
tations both within and outside the Enclave, effectively
balancing efficiency and robustness during FL training. By
facilitating efficient local updates and secure parameter ag-
gregation, our approach ensures a streamlined FL process.

o To enhance the security of FL, we propose a novel threat
model that addresses three critical aspects: local data secu-
rity, parameter aggregation security, and model robustness.
To operationalize this threat model, we incorporate trusted
execution environments and zero-sharing-based pseudoran-
dom masking techniques. These innovations collectively
enable the development of a secure and efficient feder-
ated learning framework, ensuring resistance to potential
attacks while maintaining high performance.

o We conducted extensive experiments to evaluate the per-
formance and efficiency of the proposed framework. The
results demonstrated that, compared to full-TEE privacy-
preserving FL approaches, our method achieved a 10x
improvement in local training efficiency. Additionally, the
model performance loss was less than 9% when subjected
to poisoning attacks.

II. PRELIMINARIES

Federated learning. Federated Learning enables collaborative
model training by aggregating local updates from multiple
participants. For participant ¢, it uses local data x; to train
local model parameters 6; (local update) and send it to the
central server. The central server aggregates these local updates
to generate global model parameters 6 (global parameters) as
6 =3 2i0; where m; is the weight of §; and m = > m,.

Software Guard eXtensions. Software Guard eXtensions
(SGX) provides protected isolated memory spaces (enclaves)
for applications. The enclave prevents any other process from
accessing this memory. SGX supports remote attestation to
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Fig. 1: The overview of RPPFL.

prove the program is running correctly in the enclave. For
simplicity, we follow the formal model of SGX presented in
[25] where each enclave instance produces an attestation key
pair, which is used to indicate the enclave’s identity.

System and threat model. There are 2 types of parties in
our FL framework: (1) Participant. There are multiple partic-
ipants equipped with SGX in our framework, each participant
performs local training and uploads the local update to the
central server in each training round. (2) Central Server. The
central server aggregates the participants’ local updates and
returns the global parameters to them at the end of the training
round. The threat model in this paper is defined as follows:
(1) The participants may act maliciously (either voluntarily
or be compromised by attackers), and they launch data or
local poisoning attacks to impact model performance. (2) The
central server is semi-honest, it follows the protocol of FL
but attempts to infer private information about users’ raw data
from local updates or the aggregated global parameters.

III. METHOD

Our scheme is structured into two primary phases: Ini-
tialization and Federated Learning (FL). The Initialization
phase, which sets the stage for the subsequent FL phase,
encompasses four critical steps: enclave attestation, initial
parameter synchronization, secure data subset collection, and
mask negotiation. As illustrated in Fig.[T} a complete FL round
comprises eight steps, which can be categorized into four
distinct parts: training, selection and obfuscation, aggregation,
and recovery and update. In the following sections, we will
provide a detailed explanation of each step.

Initialization. This phase is executed only once.

(1) Enclave attestation. The central server verifies the
enclaves and the code in them through remote attestation.

(2) Initial parameter synchronization. The central server
distributes the initial parameters 0y to the verified enclaves.
The latter initializes the local model and synchronizes it with
the program outside the enclave.

(3) Secure data subset collection. After initialization, the
enclave randomly collects a subset of local data D as the



secure data subset D’. Different sizes of D’ will strike a
tradeoff between model performance and training speed. We
will discuss the selection of its size in our experiments.

(4) Mask negotiation. Building upon the literature [25],
we design a pseudorandom mask that can obfuscate both
local updates and global parameters. Assume a total order on
verified enclaves e = {e1,---,e;, - ,e,} where e; refers
to an enclave and n is the number of verified enclaves.
All enclaves share a common value k¢ and a pseudorandom
function F'. Each e; maintains a personal value k; and shares
it with e;_1. In the r-th FL round, the mask of e; is
aj = Fy,(r) — Fy,,,(r) + F,(r). Since local updates are
aggregated based on the weight of training data, e; multiplies
the mask by a weighting factor. The masked local update is
denoted as [[07]] = 07 + == where 7 refers to the local update

and m; is the training datyglsize for 0. The aggregation process
is Y- (0] = >0 O] + 3 % where m = Y m;. Since
> aj = nkFy,(r), the aggregated result is ) 7267 + %3(7)
It is clear that the global parameters » 2267 is obfuscated

anT"(T). To obtain the global parameters,

the enclave only needs to eliminate 20 (") This value can be
computed by all enclaves. Compared to existing schemes, we
protect the privacy of both local updates and global parameters

without introducing noise and extra aggregation overhead.

by the random value

Our proposed FL framework. There are multiple learning
rounds in our FL. framework. We use the 7-th round as an
example to illustrate the detailed process.

(1) Training. For participant ¢, local training using the full
local dataset D; and the global parameters 87! is conducted
outside the enclave to obtain full-data local update 6.
Concurrently, training is performed inside the enclave usiﬁg
the secure subset D) and 67! to generate trusted local update
07 +. As the training within the enclave is protected by SGX,
it is secure from poisoning attacks. Consequently, only the
training outside the enclave is susceptible to such attacks,
making ¢ ¢ potentially compromised.

(2) Selection and obfuscation. After local training, we
prefer to upload the full-data local update 0 because it
contains more features of local data. However, considering
the potential risk of poisoning, we use the trusted local
update 07 1 to verify it. Specifically, the enclave calculates
the Euclidean distance d(r_T) between 0; ¢ and 6 1, defined
as dir_1) = ||0] ¢ — 07 1|[2. We then specify a constant & to
serve as a threshold. If d(r_1y < &, it indicates that 9£F has
not been poisoned, and the enclave selects ¢; ¢ for uploading.
Otherwise, the enclave selects 6] 1. The local update uploaded
by participant ¢ in the r-th round is denoted as 6]. The
selection of the threshold & will be discussed in our analysis
and experiments.

To safeguard the private information of local data, the
enclave obfuscates the local update 8] by adding a carefully
designed pseudorandom mask weighted by the size of the
training data. This process is mathematically represented as
[[67]] = 07 + mi - af, where [[07]] denotes the masked local
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update, m; refers to the weight of 6], and « is the pseudoran-

dom mask. The value of m; is determined by the weights of 6 :
if 07 is 0] ¢, then m; = |D;; otherwise, m; = |D;|. The mask
o is known only to the enclave and varies across different
learning rounds, thereby preventing attackers from inferring
any useful information from the masked local updates. Finally,
the enclave sends ([[67]], m;) to the server.

(3) Aggregation. The central server compiles the masked
local updates into:

T = {([[Gﬂ]vml)v B ([[9:]]7’”“)7 T ([[em]’m?L)}?

where n refers to the total number of participants. It then
computes their weighted average to generate the masked global
parameters [[07]] as:
= " m; 2 my nFy, (r)
o =S e =S gr oy kel
(7] = 30 ) = 3o oot + o
where m = }" | m;, and n is the number of participants.
> ~i0; refers to the global parameters ¢”. The global
parameter Z?:l ~if) is evidently obscured by the random

nFy, (r)
m

value . Finally, the central server distributes ([[0"]], m)
to enclaves.

(4) Recovery and update. Upon receiving ([[0"]], m), the
enclave eliminates the mask from [[07]] to obtain the global

parameters 6" as follows:

[[ér” o ano(T) _ i: %9: + an?(;(r) _

The enclave updates the local model using #” and synchro-
nizes it with the external program.

nFy, (1)
m

=0
m

Analysis. In our study, we explored the impact of varying the
size of the secure data subset on model training and accuracy.
A larger secure data subset captures more local data features,
thereby ensuring that a greater number of features participate
in model training, even when the full-data local update outside
the enclave is compromised. However, this advantage comes
at the cost of increased local training time. On the other hand,
a smaller secure data subset reduces local training time but
includes fewer local data features. Through our experiments,
we assessed the accuracy and training time associated with
different sizes of the secure data subset across various datasets,
ultimately recommending an optimal size.

Additionally, we investigated the parameter £ and its role in
sensitivity to data poisoning. A smaller £ enhances sensitivity
to poisoning, allowing for the rejection of a higher number
of poisoned full-data local updates. However, this heightened
sensitivity may also result in the rejection of more correct up-
dates. Conversely, a larger £ decreases sensitivity to poisoning,
which could lead to the acceptance of more poisoned updates.
Our experiments evaluated the optimal size of ¢ and tested its
resistance to poisoning attacks of varying intensities, providing
recommendations based on our findings.

IV. EXPERIMENTS

Experimental setup. The experiments for our scheme were
conducted using image classification tasks across various
datasets, including MNIST [26], CIFAR-10 [27]], breast cancer



classification, OCT disease classification [28]], and medical
signal classification [29]]. Our scheme was implemented in
C++11 utilizing the Occlum platform [30], with the size of
the trusted data subset set to 10% of the full dataset. All FL
frameworks were implemented in PyTorch 1.10, involving 10
clients, and executed on an Ubuntu 20.04 LTS server equipped
with a 2.40GHz Intel Xeon Silver 4314 CPU, an NVIDIA
GeForce RTX 3090 Ti GPU, and 64GB of RAM.

TABLE I: The comparison of model accuracy encompasses
several schemes. In DP-based FL, Gaussian noise is employed,
with the privacy parameter set to € = 30.

Schemes | MNIST | CIFAR-10 | Breast | OCT | Medical

Cancer | Disease | Signal
Plain | 0.9058 | 03118 | 07531 | 0.9042 | 0.8332
DP [22] | 0.8392 | 03065 | 0.6955 | 0.8342 | 0.7641
FHE [24] | 0.8996 | 03265 | 0.7361 | 0.8754 | 0.8081
Ours | 0.9045 | 03140 | 0.7534 | 0.9051 | 0.8312

Performance. The accuracy results of various schemes in the
absence of poisoning attacks are detailed in Table [l Notably,
our scheme demonstrates equivalent accuracy to the plain FL
scheme, which lacks any security or privacy protections, across
all datasets. This finding underscores that our approach suc-
cessfully enhances security guarantees and privacy protection
without compromising model accuracy.

Training time. Fig. |2 presents a comparative analysis of the
training times for different methods across various datasets.
The Full-TEE method [20]] conducts complete local training
within TEE, whereas the Full-GPU method performs complete
local training on GPUs outside TEE. The results indicate that
while our method incurs a marginally higher training time
compared to the Full-GPU method, it achieves a substantial
speedup relative to the Full-TEE method. This demonstrates
that our approach strikes a balance between security benefits of
TEE and the computational efficiency of GPU-based training.

Selection of the secure data subset. The accuracy results
and training times of our scheme on different sizes of training
datasets are illustrated in Fig. [3|and Fig. |4} respectively, which
indicate that when the training data constitutes 10% of the
full dataset, the accuracy loss is less than 9% across all
tested datasets. Beyond this 10% threshold, the improvement
in accuracy becomes progressively slower as the size of the
training data increases. Conversely, the training time exhibits a
linear relationship with the size of the training data, where the
training time for the full dataset is ten times that of the 10%
subset. Therefore, we recommend selecting a trusted subset
size of 10% of the full dataset, as this configuration achieves
the optimal balance between accuracy and training time.

Selection of Euclidean distance threshold. Fig. [3] illustrates
the Euclidean distances between local updates trained on
varying sizes of data subsets and the local update trained on
the full dataset. It reveals that, across different datasets, when
training data size is reduced to 10%, the Euclidean distances
from the full dataset remain consistent and do not exceed
0.006. Based on this observation, to maximize the likelihood

of selecting local updates derived from the full dataset, we
recommend setting the threshold parameter £ to 0.006.

Resistance to poisoning attacks. We quantify the severity
of poisoning attacks by measuring the Euclidean distance
d between the poisoned local updates and the benign local
updates trained using the full dataset. Table [lI| presents the
performance of methods in resisting poisoning attacks. Specif-
ically, when £ = 0.006, it implies that half of the poisoned
local updates with d < 0.012 will be incorrectly classified
as benign, thereby affecting the overall accuracy. However,
the impact on accuracy is minimal due to the relatively low
severity of these poisoning attacks. Conversely, poisoned local
updates with d > 0.012 are rejected. The results indicate that
for d > 0.012, the accuracy of our scheme is comparable
to that achieved by training with 10% of the full dataset. In
contrast, there is a slight decrease in accuracy when d < 0.012.
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TABLE II: Accuracy results across various methods under
different levels of poisoning.

Fig. 5: Euclidean distances.

Poisoning Methods | MNIST | CIFAR-10 Breast QCT M.edical
Levels Cancer | Disease | Signal
Full-TEE | 0.9058 0.3118 | 0.7531 | 0.9042 | 0.8332

d < 0.012 | Full-CPU | 0.8267 0.2672 0.6648 | 0.8215 | 0.7216
Ours 0.8614 | 0.2801 0.6954 | 0.8412 | 0.7529

Full-TEE | 0.9047 | 0.3123 0.7544 | 0.8993 | 0.8348

d > 0.012 |Full-CPU | 0.4675 0.1455 0.3932 | 0.4383 | 04176
Ours 0.8703 0.2866 0.7034 | 0.8521 | 0.7632

V. CONCLUSION

In this paper, we propose a novel framework, RPPFL, de-
signed to address both poisoning and inference attacks in FL.
To effectively resist poisoning attacks, we utilize a trusted local
model maintained within TEE to perform anomaly detection,
achieving this with only a marginal increase in training time.
Additionally, we obfuscate local updates and global parame-
ters through pseudorandom masking, thereby preventing the
inference of private information from participants’ raw data.
To validate the feasibility and effectiveness of RPPFL, we
conducted a series of comparative experiments, the results of
which demonstrate its robustness and efficiency.
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